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Key Management Reuvisited

Certificates
CA

X509 Public Key
Infrastructure

Pretty Good Privacy

Long Term Keys. Used for authentication, including access control and
integrity. Used for confidentiality: establishing session keys and protecting
stored data.

Short Term Session Keys. Generated automatically and invisibly. Used
for one message or session and then thrown away.

Key Management Problems. Key certification; Distributing Keys
(obtaining somebody’s public key or distributing your own); Establishing a
shared key with another party (confidentiality: is it really known only to the
other party? authentication: is it really shared with the intended party?);
Key storage; Revocation (revoking published keys; determining whether a
published key is still valid).
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Some (poor) Key Distribution Schemes

Gz Eve places K in a public place (on a server), with message specifying that

CA . y
. it is Alice’s key.

Infrastructure

_ or, Alice sends her public key with the message to Bob:
Pretty Good Privacy

Alice — Bob : K4, {{Ta, M,Bob}sxa}tx,)

or, Alice gives her public key to Bob in person [out of band]:

00:b4:31:98:0a:c4:bc:62:c1:88:aa:dc:b0:c8:bb:
33:35:19:d5:0c:64:09:3d:41:02:96:fc:£3:31:el:
66:36:d0:8e:56:12:44:ba:75:eb:e8:1c:9¢c:5b:66:
70:33:52:14:¢c9:ec:4£:91:51:70:39:de:53:85:17:
Alice — Bob : 16:94:6e:ee:£4:d5:6f:d5:ca:b3:47:5e:1b:0c:7b:
cb:cc:2b:6b:c1:90:¢c3:16:31:0d:bf:7a:c7:47:77:
8£:a0:21:¢c7:4¢c:d0:16:65:00:¢c1:0f:d7:b8:80:e3:
d2:75:6b:cl:ea:9e:bc:bc:ea:7d:cl:a1:10:bc:b8:
e8:35:1c:9e:27:52:7e:41:8f 65537 (0x10001)
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Public Key Certificates

D> Certificates How does one come to trust that a public key K4 is owned by principal

CA .
Alice?

X509 Public Key

Infrastructure

Have Certification Authorities issue public key certifiates that associate a
Pretty Good Privacy

principal’s name with their public key.

O Kp: widely known public key owned by trusted third party Trent.
[0 Assume that we trust statements that K7 signs.

O Alice (securely) presents a public key K4 that she owns to Trent and
asks for a signed certificate:

cert = { Alice, K 4, validity Period} s .,

[J Alice presents certificate with her signed message

A — B : cert,{a message from Alice}sk ,

O If Bob knows/trusts K1 he can confirm that message is from Alice.
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Using Certificates: Example

D> Certificates Trusted Certification Authority (CA): certifies the authenticity of users

CA . : . o
S B (that a public key is owned by a particular principal).

Infrastructure

CA digi-sign generates key-pair Kgl,KB and Kp is widely known.

Pretty Good Privacy

Systems Manager for cs.ucc.ie (Dave) generates key-pair Kl;l,KD;
securely sends request issue certificate for [Dave, ..., Kp]| to digi-sign.

CA digi-sign generates a certificate (certB).

Name: Dave . ..

Issuer: digi-sign

RSA Public Key: Kp

Signature: RSA(KZ ", h(above fields))

Dave sends mail message M to Simon: [M, RSA(K,', h(M)), certZ]
Simon, assuming he knows K can use cert? to verify Kp and then verify
the signature on the email message.
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Certification Authority

[C;réizcates Certification Authority (CA) guarantees (to some degree) the relationship
%509 Public Key between a public key and an_gnd .entlty. CA may perform _out—of—band
Infrastructure (telephone, face-to-face) verification of the person’s identity.

Pretty Good Privacy

Anything (owning a public key) can have a certificate: person; role (eg,
system administrator); organization; pseudonym; piece of hardware or
software; an account (bank or credit card).

CA may certify other attributes of the key: a bona fide business; can trust
their web server; trust code they write; over 18; ...
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Using Certificates: Example

[C;r(t:izcates Everyone could get certificates from CA in this way, but it's not feasible to
expect a single (worldwide) CA to issue all certificates.

Infrastructure

X509 Public Key
Set up a hierarchy of CAs, eg, Dave could act as a CA for UCC CS.

Pretty Good Privacy

Dave issues certificate certs for Simon’s public key K.

Name: Simon . ..
Issuer: Dave

RSA Public Key: Kg
Signature: RSA(KL ", h(above fields))

Simon sends mail message M to secretary as
(M, RSA(Kgl, h(M)), (certs, cert)]

Given well known Kp, secretary can use certificate chain (certB, certt)) to
validate K¢ and verify signature.

Certificate chains can be stored locally or sent with every message.
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Some Public Key Protocols: A Simplified Sketch of SSL

[C;r(t:izcates Alice uses an SSL-style protocol to connect to the web-server Bob.
e UL Sy Msgl A — B I'm A, handshake info
Pretty Good Privacy Msg2 B — A I'm B, handshake info, certificate chain for Kg
Msg3 A— B {A Na,Kap,.. . }Kk;
Msgd B — A {B,Na,Np...}x.s
Msgb A— B {A Np+1}k,,
A — B {data,etc}i, .

In this protocol, we assume that Alice knows and trusts the public key of
the CA that signed B's certificate.

Simon Foley
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Certificates
CA

X509 Public Key
D> Infrastructure

X500 Names
C509 Certs
KeyStores
PKI

Web

Null Strings

Pretty Good Privacy

X509 Public Key Infrastructure

Simon Foley
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X500 Names for X509 Certificates

(C:ertiﬁcates We need to be able to uniquely name principals if we are to support
X500 Public Key universal certificates that bind principal (identities) to their public keys.
Infrastructure . . . . .
D> X500 Narmes X500: A proposed hierarchical naming scheme. The intention was that
C509 Certs X500 Distinguished Names can be used to give a guaranteed name for
A everything in the world!
PKI y 2] :
Web
Null Strings Counw ; C=country,
Pretty Good Privacy < . ! S:State,

Organization / \"\,,.. - L:|Oca | |ty,

C=JF . .

St ﬁ) \__/ O=organization,

- ,» Organizational Unit - Ouzorganlzatlon Un|t,
{ C=IE, O=NUI Cork

\___/Ou=Computer Scien C N =common name,

C=IE, O=NUI Cork
./ OU=Computer Science
CN=Simon Foley

' ““>Common Name
[

X500 DNs are used to name principals in X509 certificates.
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Some of the fields in an X509 Certificate

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
> €509 Certs
KeyStores
PKI

Web

Null Strings

Pretty Good Privacy

Version

Serial number (with issuer, uniquely identifies certificate).
Signature Algorithm, for example shalRSA.

Issuer (name)

Valid from (typically when issued)

Valid to (expiry date)

Subject (X500 distinguished name of subject)

public key of subject

Simon Foley
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X509 Certificate Example

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
> €509 Certs
KeyStores

PKI

Web

Null Strings

Pretty Good Privacy

Certificate:
Data:
Version: 1 (0x0)
Serial Number: 7829 (0x1e95)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,
OU=Certification Services Division, CN= Thawte Consulting
Validity
Not Before: Jul 9 16:04:02 2007 GMT
Not After : Jul 9 16:04:02 2009 GMT
Subject: C=IE, ST=Munster, L=Cork, 0=NUI Cork,
0U=Computer Science, CN=Simon Foley
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:b4:31:98:0a:c4:bc:62:c1:88:aa:dc:b0:c8:bb:
33:35:19:d5:0c:64:09:3d:41:02:96:fc:£3:31:e1l:

Exponent: 65537 (0x10001)
Signature Algorithm: md5WithRSAEncryption
93:5f:8f:5f:cb:af:bf:0a:ab:ab:6d:fb:24:5f:b6:59:5d:9d:
92:2e:4a:1b:8b:ac:7d:99:17:5d:cd:19:f6:ad:ef:63:2f:92:

Simon Foley
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X509 Certificate Creation in Java

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
> KeyStores
PKI

Web

Null Strings

Pretty Good Privacy

Java KeyStore stores and manage keys and certificates for a principal.
Includes principal’s private keys and public keys (certificates) that it trusts.
keytool provides command-line utility to access and manage user keystore.

keytool —genkey —keystore mykeystore —alias SimonsDSA \

—keyalg DSA —keysize 1024 —storepass spasswd \

—sigalg DSA —validity 90 —keypass kpasswd \

—dname " CN=Simon_Foley,_.OU=Department_of _Computer_Science, \
O=_College_Cork,_L=Cork,_.C=IE" |

keytool —genkey generates a new key pair (given parameters)
The key pair is used to create a private key entry in the keystore.

The public key is placed inside a self-signed X509 certificate and is ‘trusted’.

Simon Foley
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X509 Certificate Creation in Java

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
> KeyStores
PKI

Web

Null Strings

Pretty Good Privacy

keytool —list —keystore mykeystore —alias simonsDSA —storepass spasswd —v
Alias name: simonsdsa
Creation date: Mon Jan 21 11:47:39 GMT-+00:00 2002
Entry type: keyEntry
Certificate chain length: 1
Certificate [1]:
Owner: CN=Simon Foley, OU=Department of Computer Science,
O=University College Cork, L=Cork, C=IE
Issuer : CN=Simon Foley, OU=Department of Computer Science,
O=University College Cork, L=Cork, C=IE
Serial number: 3c4bffdb
Valid from: Mon Jan 21 11:47:39 GMT-+00:00 2002
until : Sun Apr 21 11:47:39 GMT+00:00 2002
Certificate fingerprints :
MD5: 39:E3:3F:C1:9F:FF:4C:39:72:7B:E7:90:77:C1:7B:36
SHAL: 78:C7:7C:AE:21:00:A3:9A:36:A2:82:71:5C:4C:EF:EB:A3:8A:E7:49

Simon Foley
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(Originally) Proposed X509 Public Key Infrastructure (PKI)

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
KeyStores
> PKI

Web

Null Strings

Pretty Good Privacy

Certificate Authority issues certificates:

] Root CA,

[0 CA hierarchy, leading from root CA. CA can delegate its authority to
other intermediate CAs and/or principals. All principals (leaves in
hierarchy) trust all CAs to be honest and competent.

Root CA

eIand

@ { Ul-Corl Q

Alice Bob

(=
\

How does Alice learn Bob's public key?
Leaf principals know their nearest CA.

Each (intermediate) CA certifies its parent
CA in reverse direction

from Alice to Bob provides cer-
tificate chain: Alice trusts CA CS (in
UCC) who trusts CA Ireland who trusts

CA TCD who trusts CA CS(in TCD) who
says Bob’'s key is K.

Simon Foley
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X509 PKI in Practice

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
KeyStores
> PKI

Web

Null Strings

Pretty Good Privacy

No clear plan on how to organize X500 directory in reality: hierarchical
naming suits military and government but does not work for businesses or
individuals.

In practice, we have just one hierarchy per organization and/or have many
commercial CAs that sign certificates for each other and for other principals
such as UCC and for individuals.

How does Alice learn Bob's public key?

Alice knows and trusts a number of root
CAs: eg, verisign.

from CA Alice trusts to Bob pro-
vides certificate chain.

Some CAs only certify end-principals:
note the danger of delegating to cus-
tomer’s CA (must be trusted to delegate).

Simon Foley
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X509 Certificate Extensions

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
KeyStores
> PKI

Web

Null Strings

Pretty Good Privacy

While version, serial number, signature algorithm, issuer, validity, subject
and public key are standard fields, an X509 certificate provides extension
fields including,

[0 Subject Alternative name (eg, email address, etc)

[0 Basic constraints: is the subject a CA, an end-entity, or max length of
chain from CA to end-entity?

[0 Name constraints: names that CA has authority over.

0 Key usage: how the key may be used (eg for client/server web
authentication), . ..

Use your browser to look at the certificate chain at
https://www.microsoft.com.

CA root GTE CyberTrust Global Root (CN) issues a certificate stating that
Microsoft Internet Authority (CN) has key ... and acts as an (intermediate)
CA. This intermediate CA issues a certificate for (intermediate CA)
Microsoft Secure Server Authority (CN), which in turn issues a certificate
for www.microsoft.com.

Simon Foley
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X509 Certificates in Practice on the Web

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
KeyStores
PKI

> Web

Null Strings

Pretty Good Privacy

While not part of the original X509 standard, it is now common to include
a Web URL in the Common Name attribute of a certificate.

Most current web-browsers can look for this information when
authenticating an SSL connection to a web-site. Web browsers come with a
number of trusted CAs pre-loaded.

[ = -

Certificate Manager

I_‘|"0=.1|' Certificates | People I servers '-Authorities ‘I Others |

You have certificates on file that identify these certificate authorities:

Certificate Name

Y Y Y Y Y Y Y Y YYYYTYTYY

Security Device
TDC Internet

Thawte

Thawte Consuiting

Thawte Consulting cc

thawte, Inc.

The Go Daddy Group, Inc.

The USERTRUST Network

TURKTRUST Bilgi lletisim ve Bllisim Givenligi ...
Unizeto 5p. z 0.0.

ValiCert, Inc.

VeriSign, Inc.

VISA

Wells Fargo

Wells Fargo WellsSecure

XRamp Security Services Inc

Edit ||_' Import... )

Simon Foley
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Certificate Revocation

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
KeyStores
PKI

> Web

Null Strings

Pretty Good Privacy

CA may revoke certificate, for example, if the subject’s private key becomes
compromised.

Certificate revocation list (CRL) gives a list of revoked certificate (serial
numbers), signed and distributed by the CA. CRL also includes, information
on when list was issued and when the next list will be issued.

CRL size increases over time until it reaches a stable size (do not include
expired certificates in list). A Delta CRL just includes ‘recent’ revocations.

Alternatively, Online Certificate Status Protocol is used to confirm the
validity of certificates. Certificate can include address of OCSP Server, or
consult user-specified server.

More recent browsers support CRL/OCSP-based revocation.

Simon Foley
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Revocation in Firefox

Certificates
CA

X509 Public Key
Infrastructure

X500 Names
C509 Certs
KeyStores
PKI

> Web

Null Strings

Pretty Good Privacy

a6 Advanced = Ik

)

.|

F-E Use the Online Certificate Status Protocel (OCSP) to confirm the current validity of certificates

=

@ Yalidate a certificate if it specifies an OCSP server

() validate all certificates using the following OCSP server:

i

Response Signer Builtin Object Token:Verisign/RSA Secare Server CA

[ we
i

Service URL

| 'When an OCSP server connection fails, treat the certificate as invalid

( Cancel :J f 0K )

5 =
When a server requests my personal certificate: Fl

i Select one automatically ™ Ask me every time ’

{;'v'iew Certiﬁcate:’.) | Revocation Lists | I' Validation |

ARG

0~

( Security Dew’cesj Manage CRLs
These Certificate Revocation Lists (CRL) are stored in your certificate database:
Drg_.f:;rl_'lza_t_iu.n _{D} -Drgan_lza_;icnal Unit (ou) 1 Last Update . Ni_z_r_.t L_Ipd_ate .Aum L_!pd-atg .A_y_tcl Llpdat_e St._il_tus E:'.

Simon Foley
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VeriSign Exceeds 2 Billion Certificate Checks in a Single Day

In Less Than a Year, VeriSign Doubles Its Daily Tally of Online Certificate Stafus Protocol
Checks

MOUNTAIN VIEW, CA— (Marketwire) — April 15, 2010 — MeriSian, Ine. (NASDAQ: VREN), the trustaed
provider of Internet infrastructure services for the networked world, today reported it surpassed 2 billion
OCnline Certificate Status Protocol (OCSP) checks in a single day. The milestone, which was reached on
Monday, April 12, represents an average of 23,000 online validations a second.

Passing the 2 billion OCSP check benchmark also highlights VeriSign's ability to keep pace with the demands
of the Internet. In July of 2009, VeriSign announced it had surpassed 1 billion OCSP checks in a day. In less
than a year, the volume of certificate checks handled by VeriSign has doubled.

A key link In the online security chain, OCSP offers the most timely and efficient way for Web browsers to
determine whether a Secure Sockets Layer (SSL) or user certificate is still valid or has been revoked.
Generally, when a browser initiates an S5L session, OCSP servers receive a query to check to see if the
cerificate in use is valid. Likewise, when a user initiates actions such as smartcard logon, VPN access or
Web authentication, OCSP servers check the validity of the user certificate that is presented. OCSP servers
are cperated by Certificate Authorities, and VeriSign is the world's leading Certificate Authority.

"The ability to suppeort this level of volume reguires constant investment in a world-class infrastructure and a
strong commitment to best practices,” said Tim Callan, vice president of product marketing at VeriSign. "As
such, VeriSign continues to be uniguely positioned to enable secure transactions well beyond the 2 billion
milestone.”

As the most respected and trusted SSL authority on the Web, VeriSign is the EV 551 Certificate provider of
cholce of 17,000 online businesses. In fact, 93 percent of the Fortune 500 and 97 of the world's 100 largest
35L-using banks secure thelr sites with 55L Certificates sold by VeriSign and its subsidiaries. To learn more
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Advisories
Jan 2001 - Advisory from VeriSign, Inc.

VeriSign, Inc, discovered through its routine fraud screening procedures that on 29 and 30 January 2001, it
issued two digital cortificates to an individual who fraudulantly claimed to be & representative of Microsoft
Corporation. VeriSign immediately revoxed the certificates. The updated cerlificate revocation list {CHL) is
availape at httoicrl.verisign . comiClass35oftwaraPublishers.crl or through VeriSign real-time Online Certificate
Stalus Protocol (OCSP) Services.

The cartificates were VeriSign Class 3 Soflware Publisher certificates and could be used to sign executable
comient under the name "Microsoft Corporation”. The risk associaled with these cerificatles is that the
fraudulent party could produce digitaily signed code and appear fo be Microsoft Corporation. In this scenario, it
is possibie that the fraudulent party could create a destructive program or ActiveX control, then sign it using
aither cerificate and host it on a Web site or distributla it to other Web sites.

What you should do:

WeriSign is working closely with Microsoft, which has developed an updaie that will protect customer deskiops
in the following ways: a) by downloading a VeriSign cenificate revocation list {CHL) and enabling CAL checking
for software publisher cerificates, and b) by scanning the user's system for any sign that the user has
previously accepted content signed using either certificale. The update will be available shortly, at which time

Microsoft will provide specific details. VieriSign is encouraging all users to download this security update when it
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Null prefix certificates and X509 Implementation (pre July 2009)

E/e;tiﬁcates In C, a string is a sequence of characters terminated by a null value.

X509 Public Key Ox44 (D) | Ox41 (A’) | Ox54 ('T') | Ox41 (A’) | 0x00 (\O NULL)

Infrastructure

X500 Names

C509 Certs In Pascal, a string implementation uses the length of the char sequence.
KeyStores

PKI A malicious user, requests a certificate from CA for domain
Web

> Null Strin
ull Strings paypal.com\0.attacker. com.

Pretty Good Privacy

CA, which processes all data in the sequence (like Pascal), confirms that
user owns the domain attacker.com and issues/signs a certificate.

Attacker creates a website that looks like paypal, and uses this certificate to
prove its identity. Alternatively, attacker carries out a man in the middle
attack between a victim and the paypal site.

When checking the domain, Mozilla-based implementations of SSL (prior to
July 2009), treated the URL (in the common name of the certificate) as a
C string and believes that the owner of the public key is paypal. com!
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Null Prefix certificate for paypal

Certificates
CA

ill Disclosure: null-prefix certificate for paypal

X509 Public Key % (L http://seclists.org/fulldisclosure/ [ _ S5L problem Q)
I nfra Structu re | &3 Full Disclosure: null-... & | *8 security ss! null certi... € | 350 Black Hat 2009:Brea.. € | [['| Linux Today - SSLtri.. €3 | A Forged PayPal certific.. €3 | || ERROR:The requeste... &
SR 00 BEGIN
X500 Names *Wireless CERTIFICATE-—-—-
. Explm‘ta"on MITGRDCCBa2gAwIBAgIDAPCEMAOGCSGGSTB3DQERBQUAMIIBE JELMAKGA1UEBhMC
*Packet crafters RVMxEJAQBgNVBAgTCUThemN1bGIuYTESMBAGA 1 UEBxMIOmMFYY2Vsh25hMSkwIwyD
C 5 09 Ce rts 0 VQOKEYBIUFMgQ2VydGlmaWNhdGlvbiBBdXRob3 Jpdikgey5sL i EuMCwGALUEChOL
*More I2VuZXThbEBpcHNIYS5ib20g0y5ILkYuICBCLUIZM] IxMDYSNTEUMCWGAIUECKM]
Site News aXBzQOEgQ0xBUOVBMSBDZX I DaWZpY2F0aWIuIEF1dGhveml 0 eTEUMCWCAIUERRM1
Ke Stores . aXBzQOEgQOxBUOVBMSBDZXJ0aWZp¥2F0aWIuIEF1dGhveml 0eTEGMB4GCSgGSIb3
y Site Search: DQEJARYRZZVuZXIhbEBpcHNj¥S5 b2 0wHheNMDkwM I 0M jMwNDE 3WheNMTEWM IO

M3iMwNDE3WCB1DELMAKGALUEBhMCVVM=E zARBgNVBAGTCKNhbG 1mb 3 JuaWEXE JAU
P KI BgNVBACTDVNhbiBGemFu¥21zY 28xETAPBgNVEAOTCFN 1Y 3VyaXRSMROWEQYDVQQL

it EwtTZWN1emUgVW5pdDEVMCOGALUEAxMnd 3d 3LnBheXBhbC5 ib20Ac3NSLONLY IVy
ZWNvbmS1Y3Rpb24u¥ 2MwgZ 8wDOYTRoZ Thve NAQEBBOADG Y DAMIGIACGBAN Tp+mE &

Web Exploit World Juu;ghsaixAtc/GbLEthufruKzt_utm4aYank'rzct;izZIQEpwzugycsfuijfv
oHkKhrS2e/1s0Js6dVxdzFiMe yNbxugOWWxEnSk9z1zpNFKT04 j+LBYNCOdDe
i Advertising L3rlthCyEcDeISg0/ 66XcVpIgaxABzudWbIPAGMBAAG jggMhMI IDHTAIBGNVER
D> Null Strings About/Contact [

Credits A3jAAMBEGCWCGSAGGHETBAQQEAWIGODALBGNVADBEBAMCA / qwEWYDVR( 1 BAwwCgY T |

KwYBBOUHAWEWHQYDVROOBBY EFCCP¥TROVER/ Jwn0OTIvam3s2 JbxuMBBCAIUdTwRY

Sponsors: MBaAFAJHYNOSyREbXERT 183 SHI1KnkY5MAKCAL UdEQOCHARWHAYDVROSBBUWELER

. Z2VuZXThbEBpcHN{¥S5ib20wegYJY 12 TAYbAQGENBGUWY 09y Z2 FuaXphdG1vbi BT

P retty GOOd P rivacy scANYOUR [ bmZvemihdGlvbiBOT10gVkFMSURBVEVELiBDTEFTRUEXIFN]cnZ lciBDEXI0aWZD

w WEBSITE W ¥2F0z2Bpc3N1ZW0g¥nkgalROCEMELY93d3cuaXBz Y2EuY29+LaAvBglghkgBhvhC

ROIEInYgaHROcHMELy93d3cuaXBz¥2EuY29£L2 lwe2NhM jAwMi 8wOwY JYTEIAYEY
DgEEBDYWNGh0dHBz01iBvd3d3Lmlwe2NhLmNvbSOpcHN jYTIwMDIvaXBzY2EyMDAY
Q0xBUOVBMSS jemwwRgYJYIZIAYb4QgEDBDKWRZh0dHB20i8vdId3LmlweZNhLmNv
bS9pcENjYTIWMDIvemV2b2NhdGlvbkNMOVNFQTEuaHRtbD8wOwY Y IZ IAYb40gEH
BDYWNGhOdHB2018vd3d3Lmlwe 2NhLmNvbS9 peHNJ YTIWMDIvemVuZXdhbENMOVNF
QTEuaBERtbDEWQQYIYIZIAYE4QgEIBDOWMmNn 0dHBz01iBvd3d3Lmliwe 2NhLmNvbSSp

Download cHNJ¥TIwMDIveGOsaWNSQ0xBUOVBMS50dGlsMIGDBgNVERSE EDBEMDmgNEALh jNo
your FREE dHRwOi8vd3d3Lmlwec2NhLoNvbSIpecENI Y TIWMDIvaXBzY 2EyMDAYQ0xBUOVEMSS j
version emwPaATo

DmEN2h0dHAGLY 93d3diYWNr Lmlwe 2NhLmNvbS S poHN | YT IwMDIvaXBz
Y2EyMDAyQOxBUOVEMSS j crmruMgY TRwYBBQUHAQEE JJAKMCIGCCsGAQUFBzABRhZo
dHRwOi8vb2NzcC5pclNS ¥S5 b2 0vMANGCSgGSIbIDOEBBQUAALGBAG  ueZeXITvy
FmoG8hSabs2eEveqyxCs 0XyY+seulAdsnijgFnVIggZkKgbsYkB2un0rXudyInjda
OVv3gaXyukElWphalkU4oVI¥YdZOmRPsgB TpEZOVELXT /mE£2 TtwFRqUEYyGrRpuc
eNVUWzOMHEshkiLVQI4Jv27giHEOWBELT

----- END CERTIFICATE--———

MIICXQIBAAKBgQDSafpvOgCOIRvIsQLXPxmyxG20VPiLiszbesKePGCSxpEdgrds
mf/REKYTBc10cgt38JIx31UHz6B5CoaltnvIbEChOnVeXexYjOMiWBbgj11sWZ0pP
cS5c6TRSkIOI/iwWDQLHOICIA5bY¥OshHAICEQkP+ul3FaSYCe OPMTuFmy TwIDAQABR
AoGAcgDnnOaVeYxD7E55NLgek0Y¥v+bjAulCAb+Di T4AFaIWhIMTkXRVCAYIVOT1
/6LPukhS+gmES SKBwhbOAckUXSRC4DUPXOhgT6ywyEJGQp6 IdaQmC4NoyC+G4GPnT
hOYISVKTTlppRgjFétpaFvElCTse+yejtKhssduT45MoxCkCOODx58UF fPCVwhho
J7/4TXpEebYs/BuLKYw0KUuQe 1B+dV2WtSaub+ jbSSpRVScTpy IKRWNOw4UZ 28/ 6
42zs/erbAkEA3gx8uhMy TDxulzWx+C1b5L8h4Rf4sCvXug/nx3opvah089iP5PEL
MVplaVsVPwligUEaMsx9rJEJvi48sMEenQIBAOQLEGMOZSTETOL 22 B4BvEuygoda
gfWALLF1U0gK9SefI00IxVeFAhe2 10ugILWbUEKpg0/ xgglhbLOPbs EwSDsCOD] 0
jS5acsIrCTnLBCjt7ThgSyGzHTCtY¥sBKnzxYo%Ug3jzgYLE4soHEXMLeJL3NRZ zytW
dpgFvCRZmbKLb6SaUPUCQQCK jbXoN7DkBbkBwUDZYS£GCLLEUHLEMTS InFomUv(3

ZSB/EvhtWRPCcWGdRCSt]0¥xaUFevVhIA/NgldlJzbcKB &

----- END RSA PRIVATE KEY----= v

@ Scripts Currently Forbidden | <SCRIPT>: 12 | <OBJECT>: 0 C Options... b Q:O/
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Insecure Email using RFC 2554 SMTP
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CA
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> smTP
Secure email
PGP Certs
Web of trust
Transitive trust

Trust management

Conventional email does not provide authentication of sender: anyone can
interact with an SMTP server and forge an email address.

> telnet smtp.ucc.ie 25

helo cosmos.ucc.le

mail from: <biffo@gov.ie>
rcpt to: <s.foley@cs.ucc.ie>
data

oooooo

In practice, this is not necessarily foolproof since it may be possible for the
administrator of the SMTP server to use the log of external connections to
deduce the IP address of the system that made the request.

And it may be illegal.
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Secure Email using Pretty Good Privacy

Certificates
CA

X509 Public Key
Infrastructure

Pretty Good Privacy

SMTP
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Web of trust
Transitive trust
Trust management

PGP provides support for secure and authentic exchange of email.

A sender A signs an email with their public key (K,), while the recipient B
can use the sender's key to confirm the origin/signature of an email
message. The public keys can also be used to perform exchange of a
symmetric session key that can be used to encrypt the email message for
secrecy.

Can be used in a number of configurations, for example,
A — B :{email} g, {{K, h(email),...}sxa} K,

where K is a symmetric session key and K3 is the recipient’s public key.

We assume that B knows that the public key K, is owned by the holder of
the email address alice@cs.ucc.ie (and similarly for Kj3).

This provides email authentication, integrity and secrecy, and digital
signature.

Simon Foley
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Pretty Good Privacy: Public Key Certificates

(C:Zrtiﬁcates If the recipient of an email message does not know the sender’s public key,
. then in order to authenticate the sender they will need a public key
Infrastructure certificate (for the sender).

Pretty Good Privacy

S PGP Certificate: denote by C’ERT[I{{;;'g which provides the email address for

Secure email the owner of public key K 4 as asserted by Kp.
> PGP Certs
VVeb of trust Field | Description

Transitive trust

Trust management A subject email address

Kx subject public key

Kp | signer’s public key
signature=RSA(K 5", h((A, K4,T)))

A PGP certificate is a binding between an email address an a public key.
Public keys are the unique identifiers (not the names).

Web of Trust: (unlike X509), no formal certification paths, no central
authority, individuals sign each others’ keys.
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Web of Trust Example
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> Web of trust
Transitive trust

Trust management

Alice has a public key K4 and self-signs it to create
CERT[I({X‘ = (alice@cs.ucc.ie, K4, K4,...)

Simon (public key Kg) is happy with the validity of this public-key (eg got
in person) so he signs a copy, giving CERngj (“adds to his key-ring" ).

In signing the certificate, the owner of Kg is asserting that he trusts
anything that is signed by the key K 4.

If Bob (K ) has C’ERT[?SB and is presented with C’ERngj he validates
signature on CERT[I{{E. If satisfied, he may add K 4 to his key-ring, signing
a new certificate C’ERT[I&E‘

Bob can make this new certificate CERngf publically available, etc.

Kg Kg
CERT { x CERTy, - /D
Chain of Trust: S / \ A/

Simon Foley
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Transitive Chains of Trust

Certificates
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Web of trust

D> Transitive trust
Trust management

K x completely trusts Ky (CERTII((;()

Ky completely trusts Ky (CERT-Y)

—O—O—&
>/ Kz completely trusts Ky (CERT?)

X trusts what Y signs, and Y trusts what Z signs, therefore should X
really trust what Z signs (and add Ky to key-ring)?

Trust is not necessarily transitive. For example, X may know something
about Ky which makes it untrustworthy.

Kx *@ *@‘—*@ Strategy: if trust is uncertain,

/ look for additional trust chains

Simon Foley
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Trust management in PGP
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D> Trust management

With each key, the principal keeps a record of the degree to which it trusts
the key with regard to the certificates that the key might sign

Completely Trusted. If any other key is signed by this key then add the
new key to key-ring. Alice is saying that she trusts Bob to vouch for the
validity of any key.

Marginally Trusted. Certificate (key) must be signed for by two or more
other keys before added to key-ring. Alice does not trust Bob very much
and needs to have claims about keys corroborated by others.

Untrusted. Do not use this key in determining whether other keys can be
added to key-ring. Alice does not trust Bob to vouch for any key at all!

Unknown. A level of trust can not be determined for this key.

Simon Foley
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Finding Chains of Trust in PGP
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D> Trust management

Principal Ka has the following keys (and degree to which the principal
trusts anything signed by the key) on his key-ring.

Kc Kd Ke Kf
trusted trusted marginal marginal
The following Graph of certificates is found that connects Ka to Kl
Kf
Ka Ke — & Kd \ Kl

Ka trusts what each key signs and in the case of marginally trusted keys
(anything signed by Kf and Ke) it can find corroborating certificates. Thus,
Ka can believe that Kl is, for example, email address is 1iam@cs.ucc.ie.

Simon Foley
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Finding Chains of Trust
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D> Trust management

There are a number of public databases available on the Web which will
find chains of trust from a source key to destination key.

Since chains of certificates are returned then its not necessary to trust the
server, since the validity of the chain can be confirmed by the requester.

[

S B e

@]

(&) ¢ > (Bl hip://pgp.cs.uu.nlfpaths/DS327CBI o/ Fiy ¥

PCP trust paths : wietse venema -> Henk P. Penning

- ([Gl »ap certificate dQ

PGP trust paths : wietse venema — Henk P. Penning

from stats wietse venema <wietse.at.porcupine.org> D5327CB9

to stats Henk P. Penning <penning.at.cs.uu.ni> FC243F3C

find reverse path

| trust paths X reset )

see also | paths image by wotsap D

0 psazicas

—_

2n43D34C

ha

FCZ43F3C

D5327Ca9

EB4GOBAL

BEATLB3IL

W N = O

FC2Z43F3C

D5327CB8

FOBL1195D

F95C2ZF6D

W = o

FCZ43F3C

Simon Foley

stats

wietse venema <wietse.at.porcupine.org> #5184 signs

stats
stats

stats
stats

Kristen Nielsen <krn.at.krn.dk> #1016 signs
Henk P. Penning <penning.at.cs.uu.nl> #485

wietse venema <wietse.at.porcupine.org> #5184 signs
Peter Nai Wan <peter.wan.at.cc.qgatech.edu> #596 signs

stats
stats

Teun Nijssen <teun.nijssen.at.uvt.nl> #598 signs
Henk P. Penning <penning.at.cs.uu.ni> #485

stats
stats
stats
stats

B B R o SN

wietse venema <wietse.at.porcupine.org> #5184 signs

Matthias Bauer <bauerm.at.shoestringfoundation.org> #10 signs
Christoph Martin <christoph.martin.at.uni-mainz.de> #160 signs
Henk P. Penning <penning.at.cs.uu.ni> #485

- e DS SRR R = R T I

PGP pathéinder M
KEY statistics
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